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DETAILED ACTION 

1*. This action is responding to application papers filed 6-30-2003. 
2. Claims 1 - 29 are pending. Claims 1, 11, 23 are independent. 



Claim Rejections - 35 USC §112 

3. Claims 4, 5, 7, 8, 18, 19 are rejected under 35 U.S. C. 112, second 
paragraph, as being indefinite for failing to particularly point out and distinctly 
claim the subject matter which applicant regards as the invention. The inclusion 
of a formula within a claim limitation renders the claim language indefinite. A 
formula is not searchable within the confines of current technology. Instead, a 
formula must be disclosed in its narrative form, which is searchable within the 
confines of current technology. The sequence generation formulas disclosed 
within the Micali prior art will be interpreted as sequence generation formulas and 
utilized for the generation of sequence values for this application. Applicant's 
specification (see Specification Paragraph [0020]) discloses the utilization of 
Blum integers in the generation of a sequence. 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 102 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
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obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

5. Claims 1 - 29 are rejected under 35 U.S.C. 102(e) as being unpatentable 
over ASOKAN et al. et al. (US PGPUB No. 20020049601) of Micali et al. (US 
Patent No. 4,944,009). 

Regarding Claim 1, ASOKAN discloses a method for providing a fair exchange 
of user information by encoding said information with a hidden value comprising 
the step of: selecting said hidden value as one of a plurality of sequence values, 
(see ASOKAN paragraph [0010], lines 2-7; paragraph [0035], lines 1-6: fair 
exchange information system; paragraph [0109], lines 1-3: digital signature 
utilized; paragraph [0007], lines 1-4: network communications) ASOKAN does 
not specifically disclose difference values between adjacent ones of said 
sequence values are symmetrically distributed about one of said values of a 
known order. However, Micali discloses wherein difference values between 
adjacent ones of said sequence values are symmetrically distributed about one 
of said values of a known order, (see Micali col. 2, lines 43-47; col. 4, lines 10- 
13: sequence generation; col. 12, lines 45-48: Blum integers) 

It would have been obvious to one of ordinary skill in the art to modify 
ASOKAN as taught by Micali to enable the generation of a symmetrically 
distributed sequence for usage in a secure information exchange procedure. 
One of ordinary skill in the art would have been motivated to employ the 
teachings of Micali in order to maintain security within a system by the usage of 
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longer and more secure sequences utilized within encryption procedures, (see 
Micali col. 4, lines 15-18: " ... To maintain the security of the system, longer 
sequences are best used with each encryption, and different sequences are best 
used in successive encryptions. . . . ") 

Regarding Claim 2, ASOKAN discloses the method as recited in claim 1 . (see 
ASOKAN paragraph [0010], lines 2-7; paragraph [0035], lines 1-6: fair exchange 
information system; paragraph [0109], lines 1-3: digital signature utilized; 
paragraph [0007], lines 1-4: network communications) ASOKAN does not 
specifically disclose said difference values progressively increase then decrease 
about said value of known order. However, Micali disclose wherein said 
difference values progressively increase then decrease about said value of 
known order, (see Micali col. 2, lines 43-47; col. 4, lines 10-13: sequence 
generation (i.e. progressively increasing and decreasing); col. 12, lines 45-48: 
Blum integers) 

It would have been obvious to one of ordinary skill in the art to modify 
ASOKAN as taught by Micali to enable the generation of a sequence (i.e. 
progressively increasing and decreasing) for usage in a secure information 
exchange procedure. One of ordinary skill in the art would have been motivated 
to employ the teachings of Micali in order to maintain security within a system by 
the usage of longer and more secure sequences utilized within encryption 
procedures, (see Micali col. 4, lines 15-18) 
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Regarding Claim 3, ASOKAN discloses the method as recited in claim 1. (see 
ASOKAN paragraph [0010], lines 2-7; paragraph [0035], lines 1-6: fair exchange 
information system; paragraph [0109], lines 1-3: digital signature utilized; 
paragraph [0007], lines 1-4: network communications) ASOKAN does not 
specifically disclose said plurality of values are determined in accordance with a 
root value and a modulus value. However, Micali disclose wherein the plurality of 
values are determined in accordance with a root value and a modulus value, 
(see Micali col. 2, lines 43-47; col. 4, lines 10-13: sequence generation (i.e. root 
and modulus); col. 12, lines 45-48: Blum integers) 

It would have been obvious to one of ordinary skill in the art to modify 
ASOKAN as taught by Micali to enable the generation of a sequence based on 
root and modulus values, and utilized in a secure information exchange 
procedure. One of ordinary skill in the art would have been motivated to employ 
the teachings of Micali in order to maintain security within a system by the usage 
of longer and more secure sequences utilized within encryption procedures, 
(see Micali col. 4, lines 15-18) 

Regarding Claims 4, 18, ASOKAN discloses the method as recited in claims 1, 
11. (see ASOKAN paragraph [0010], lines 2-7; paragraph [0035], lines 1-6: fair 
exchange information system; paragraph [0109], lines 1-3: digital signature 
utilized; paragraph [0007], lines 1-4: network communications) ASOKAN does 
not specifically disclose said sequence values are determined based on a 
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selected formula. However, Micali discloses wherein said sequence values are 
determined as: 



(see Micali col. 2, lines 43-47; col. 4, lines 10-13: sequence generation (i.e. 
progressively increasing and decreasing); col. 12, lines 45-48: Blum integers) 

It would have been obvious to one of ordinary skill in the art to modify 
ASOKAN as taught by Micali to enable the usage of a sequence generation 
algorithm within a secure information exchange procedure. One of ordinary skill 
in the art would have been motivated to employ the teachings of Micali in order to 
maintain security within a system by the usage of longer and more secure 
sequences utilized within encryption procedures, (see Micali col. 4, lines 15-18) 

Regarding Claim 5, ASOKAN discloses the method as recited in claim 4. (see 
ASOKAN paragraph [0010], lines 2-7; paragraph [0035], lines 1-6: fair exchange 
information system; paragraph [0109], lines 1-3: digital signature utilized; 
paragraph [0007], lines 1-4: network communications) ASOKAN does not 





where K is a known order; 



N is a modulus value; and 



g is a root value. 
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specifically disclose said sequence further comprises specific values. However, 
Micali discloses wherein said sequence further comprises the values: g and 

g 2 mod (N). 

(see Micali col. 2, lines 43-47; col. 4, lines 10-13: sequence generation (i.e. 
progressively increasing and decreasing); col. 12, lines 45-48: Blum integers) 

It would have been obvious to one of ordinary skill in the art to modify 
ASOKAN as taught by Micali to enable the usage of a sequence generation 
algorithm based on specific values within a secure information exchange 
procedure. One of ordinary skill in the art would have been motivated to employ 
the teachings of Micali in order to maintain security within a system by the usage 
of longer and more secure sequences utilized within encryption procedures, 
(see Micali col. 4, lines 15-18) 

Regarding Claim 6, ASOKAN discloses the method as recited in claim 4. (see 
ASOKAN paragraph [0010], lines 2-7; paragraph [0035], lines 1-6: fair exchange 
information system; paragraph [0109], lines 1-3: digital signature utilized; ' 
paragraph [0007], lines 1-4: network communications) ASOKAN does not 
specifically disclose the usage of Blum integers. However, Micali discloses 
wherein said modulus value is selected from the group consisting of Blum 
integers in the form of N=pip 2 . (see Micali col. 2, lines 43-47; col. 4, lines 10-13: 
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sequence generation (i.e. progressively increasing and decreasing); col. 12, lines 
45-48: Blum integers) 

It would have been obvious to one of ordinary skill in the art to modify 
ASOKAN as taught by Micali to enable the generation of Blum integers for usage 
in a secure information exchange procedure. One of ordinary skill in the art 
would have been motivated to employ the teachings of Micali in order to maintain 
security within a system by the usage of longer and more secure sequences 
utilized within encryption procedures, (see Micali col. 4, lines 15-18) 

Regarding Claims 7, 19, ASOKAN discloses the method as recited in claims 6, 
18. (see ASOKAN paragraph [0010], lines 2-7; paragraph [0035], lines 1-6: fair 
exchange information system; paragraph [0109], lines 1-3: digital signature 
utilized; paragraph [0007], lines 1-4: network communications) ASOKAN does 
not specifically disclose said Blum integers are selected from a group. However, 
Micali discloses wherein said Blum integers are selected from the group 
satisfying: pi=2 qi+1; and p 2 =2 q 2 +1 wherein qi and q 2 are prime numbers, (see 
Micali col. 2, lines 43-47; col. 4, lines 10-13: sequence generation (i.e. 
progressively increasing and decreasing); col. 12, lines 45-48: Blum integers) 

It would have been obvious to one of ordinary skill in the art to modify 
ASOKAN as taught by Micali to enable the usage of Blum integers for usage in a 
secure information exchange procedure. One of ordinary skill in the art would 
have been motivated to employ the teachings of Micali in order to maintain 
security within a system by the usage of longer and more secure sequences 
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utilized within encryption procedures, (see Micali col. 4, lines 15-18) 

Regarding Claims 8, 20, ASOKAN discloses the method as recited in claim 7. 
(see ASOKAN paragraph [0010], lines 2-7; paragraph [0035], lines 1-6: fair 
exchange information system; paragraph [0109], lines 1-3: digital signature 
utilized; paragraph [0007], lines 1-4: network communications) ASOKAN does 
not specifically disclose a period of a sequence. However, Micali discloses 
wherein a period of a sequence in the form of 2 1 mod (qiq2) is at least 2 500 (see 
Micali col. 2, lines 43-47; col. 4, lines 10-13: sequence generation (i.e. sequence 
period, 2 500 ); col. 12, lines 45-48: Blum integers) 

It would have been obvious to one of ordinary skill in the art to modify 
ASOKAN as taught by Micali to enable the generation of a period of a sequence 
for usage in a secure information exchange procedure. One of ordinary skill in 
the art would have been motivated to employ the teachings of Micali in order to 
maintain security within a system by the usage of longer and more secure 
sequences utilized within encryption procedures, (see Micali col. 4, lines 15-18) 

Regarding Claims 9, 21, ASOKAN discloses the method as recited in claims 1 , 
11, wherein said hidden value is selected as a value immediately preceding a 
last value of said sequence, (see ASOKAN paragraph [0010], lines 2-7; 
paragraph [0035], lines 1-6: fair exchange information system; paragraph [0109], 
lines 1-3: digital signature utilized; paragraph [0007], lines, 1-4: network 
communications) ASOKAN does not specifically disclose said hidden value is 
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selected as a value immediately preceding a last value of said sequence. 
However, Micali discloses wherein said hidden value is selected as a value 
immediately preceding a last value of said sequence, (see Micali col. 2, lines 43- 
47; col. 4, lines 10-13: sequence generation (i.e. hidden value immediately 
preceding last value); col. 12, lines 45-48: Blum integers) 

It would have been obvious to one of ordinary skill in the art to modify 
ASOKAN as taught by Micali to enable the generation of a sequence value for 
usage in a secure information exchange procedure. One of ordinary skill in the 
art would have been motivated to employ the teachings of Micali in order to 
maintain security within a system by the usage of longer and more secure 
sequences utilized within encryption procedures, (see Micali col. 4, lines 15-18) 

Regarding Claims 10, 22, ASOKAN discloses the method as recited in claims 1, 
11. (see ASOKAN paragraph [0010], lines 2-7; paragraph [0035], lines 1-6: fair 
exchange information system; paragraph [0109], lines 1-3: digital signature 
utilized; paragraph [0007], lines 1-4: network communications) ASOKAN does 
not disclose said order value of known order is at least 80. However, Micali 
discloses wherein said order value of known order is at least 80. (see Micali col. 
2, lines 43^47; col. 4, lines 10-13: sequence generation (i.e. order value of known 
order); col. 12, lines 45-48: Blum integers) 

It would have been obvious to one of ordinary skill in the art to modify 
ASOKAN as taught by Micali to enable the generation of a sequence utilizing a 
value of known order for usage in a secure information exchange procedure. 



f 
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One of ordinary skill in the art would have been motivated to employ the 
teachings of Micali in order to maintain security within a system by the usage of 
longer and more secure sequences utilized within encryption procedures, (see 
Micali col. 4, lines 15-18) 

Regarding Claim 11, ASOKAN discloses a method for exchanging user 
information over a network comprising the steps of: transmitting over said 
network said user information encoded in association with a hidden value 
selected as one of a plurality of values distributed in a sequence wherein 
transmitting over said network a first set of said values and a last value in said 
sequence, (see ASOKAN paragraph [0010], lines 2-7; paragraph [0035], lines 1- 
6: fair exchange information system; paragraph [0109], lines 1-3: digital signature 
utilized; paragraph [0007], lines 1-4: network communications) ASOKAN does 
not specifically disclose a difference between adjacent ones of said values 
increases and decreases symmetrically about one of said values of a known 
order; and said values in said first set have increasing differences between 
adjacent ones of said values; and transmitting, individually, said remaining values 
in said sequence. However, Micali discloses wherein a difference between 
adjacent ones of said values increases and decreases symmetrically about one 
of said values of a known order; and said values in said first set have increasing 
differences between adjacent ones of said values; and transmitting, individually, 
said remaining values in said sequence, (see Micali col. 2, lines 43-47; col. 4, 
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lines 10-13: sequence generation (i.e. increasing and decreasing values); col. 12, 
lines 45-48: Blum integers) 

It would have been obvious to one of ordinary skill in the art to modify 
ASOKAN as taught by Micali to enable the generation of a sequence (i.e. 
sequence increasing and decreasing symmetrically, increasing differences) for 
usage in a secure information exchange procedure. One of ordinary skill in the 
art would have been motivated to employ the teachings of Micali in order to 
maintain security within a system by the usage of longer and more secure 
sequences utilized within encryption procedures, (see Micali col. 4, lines 15-18) 

Regarding Claims 12, 24, ASOKAN discloses the method as recited in claims 
11, 23, wherein said remaining values are transmitted in response to a received 
information item, (see ASOKAN paragraph [0010], lines 2-7; paragraph [0035], 
lines 1-6: fair exchange information system; paragraph [0109], lines 1-3: digital 
signature utilized; paragraph [0007], lines 1-4: network communications to 
transfer values) 

Regarding Claims 13, 25, ASOKAN discloses the method as recited in claims 
11, 23, wherein said remaining values are transmitted on a timed-basis, (see 
ASOKAN paragraph [0081], lines 2-5: timer (i.e. timed-basis) utilized in 
information transfers) 

Regarding Claims 14, 15, 16, 26, ASOKAN discloses the method as recited in 
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claim 1 1 , further comprising the steps of: associating a validation value with each 
of said plurality of values; and transmitting (i.e. concurrently, sequentially) said 
validation value, (see ASOKAN paragraph [0010], lines 2-7; paragraph [0035], 
lines 1-6: fair exchange information system; paragraph [0109], lines 1-3: digital 
signature utilized; paragraph [0007], lines 1-4: network communications, values 
transmitted) 

Regarding Claims 17, 27, ASOKAN discloses the method as recited in claims 
11, 23, further comprising the steps of: determining said hidden value; and 
decoding said user information, (see ASOKAN paragraph [0010], lines 2-7; 
paragraph [0035], lines 1-6: fair exchange information system (i.e. hidden 
values); paragraph [0109], lines 1-3: digital signature utilized; paragraph [0007], 
lines 1-4: network communications) 

Regarding Claim 23, ASOKAN discloses a system for exchanging user 
information over a network comprising: a processor in communication with a 
memory, said processor operable to execute for: transmitting over said network 
said user information encoded in association with a hidden value selected; 
transmitting over said network a first set of said values, and a last value in said 
sequence; and transmitting, individually said remaining values, (see ASOKAN 
paragraph [0010], lines 2-7; paragraph [0035], lines 1-6: fair exchange 
information system; paragraph [0109], lines 1-3: digital signature utilized; 
paragraph [0007], lines 1-4: network communications) ASOKAN does not 
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specifically disclose a plurality of values distributed in a sequence wherein a 
difference between adjacent ones of said values increases and decreases 
symmetrically about one of said values of a known order, and said values in said 
first set have increasing differences between adjacent ones of said values. 
However, Micali discloses wherein a plurality of values distributed in a sequence 
wherein a difference between adjacent ones of said values increases and 
decreases symmetrically about one of said values of a known order, and said 
values in said first set have increasing differences between adjacent ones of said 
values, (see Micali col. 2, lines 43-47; col. 4, lines 10-13: sequence generation 
(i.e. progressively increasing and decreasing); col. 12, lines 45-48: Blum 
integers) 

It would have been obvious to one of ordinary skill in the art to modify 
ASOKAN as taught by Micali to the utilization of a processor, and to enable the 
generation of a sequence for usage in a secure information exchange procedure. 
One of ordinary skill in the art would have been motivated to employ the 
teachings of Micali in order to maintain security within a system by the usage of 
longer and more secure sequences utilized within encryption procedures (see 
Micali col. 4, lines 15-18). 

Regarding Claim 28, ASOKAN discloses the system as recited in claim 23, and 
disclose wherein said network operable to exchange information between said 
processor and said network, (see ASOKAN paragraph [0010], lines 2-7; 
paragraph [0035], lines 1-6: fair exchange information system; paragraph [0109], 
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lines 1-3: digital signature utilized; paragraph [0007], lines 1-4: network transfer 
of data) ASOKAN does not specifically disclose an input/device in 
communications with said processor. However, Micali discloses wherein further 
comprising: an input/output device in communication with said processor, (see 
Micali col. 3, lines 36-38: CPU (i.e. processor) utilized) 

It would have been obvious to one of ordinary skill in the art to modify 
ASOKAN as taught by Micali to enable the usage of a processor in the 
generation of a sequence for usage in a secure information exchange procedure. 
One of ordinary skill in the art would have been motivated to employ the 
teachings of Micali in order to maintain security within a system by the usage of 
longer and more secure sequences utilized within encryption procedures (see 
Micali col. 4, lines 15-18). 

Regarding Claim 29, ASOKAN discloses the system as recited in claim 23. 
(see ASOKAN paragraph [0010], lines 2-7; paragraph [0035], lines 1-6: fair 
exchange information system; paragraph [0109], lines 1-3: digital signature 
utilized; paragraph [0007], lines 1-4: network communications) ASOKAN does 
not specifically disclose the usage of memory in the generation of a sequence. 
However, Micali discloses wherein said code is stored in said memory, (see 
Micali Figure 3; col. 3, lines 30-35; col. 36-38: memory utilized) 

It would have been obvious to one of ordinary skill in the art to modify 
ASOKAN as taught by Micali to enable the usage of memory in the generation of 
a sequence for usage in a secure information exchange procedure. One of 
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ordinary skill in the art would have been motivated to employ the teachings of 
Micali in order to maintain security within a system by the usage of longer and 
more secure sequences utilized within encryption procedures (see Micali col. 4, 
lines 15-18). 

Conclusion 

Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Carlton Johnson whose telephone number is 
571-270-1032. The examiner can normally be reached Monday through Friday 
from 8:00AM to 5:00PM. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Nassar Moazzami, can be reached on 571-272-4195. 
The fax phone number for the organization where this application or proceeding 
is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR 
only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). 
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